HIGH COURT OF MADHYA PRADESH. JABALPUR

ORDER

No. 934  /Confdl /2022 Dated 2 September, 2022
11-15-12/2000

The High Court of Madhya Pradesh, Jabalpur, hereby, nominates the following

Judges, shown in Column No. (2) of the table alongwith the reserve nomination to
participate in the “Cyber Crimes and Cyber Law Programme for Public Prosecutors and
Judicial Officers” scheduled to be held from 31.10.2022 to 04.11.2022 to be organized
by the Central Detective Training Institute (CDTI), Jaipur :-
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I‘F-Sr. Name/ Educational Present Nature of Whatsapp :
mo. Rank Age Background posting |Z;€:'2';'Ea','; Mobile No. E-mail ID B
i (1) (2) (3) (4) (5) (6) (7) (8)
. N o
} 1. | Sushri Apoorva | 34 B.A., LL.B. Civil Judge, J.J. Act & 9718054638 | apoorva.tamrakar
; Tamrakar (Hons.), Senior N. I. Act @aij.gov.in
| LL.M. Division,
Sironj
District
Vidisha
2. | Shri Krishna 31| BA., LLB, VII Civil N.I. Act 9650814457
] Agrawal LL.M. Judge, krishna.agrawal
i Senior @ aij.gov.in
Division,
...... i Ratlam
3. | Smt. Pritanjali 30 | B.A,LLB. IV Civil J.J. Act, N. | 9648073528 pritanjali2929@
! Singh (Hons.) Judge, I. Act, gmail.com
Senior & Electronic
Division, Evidence
Waidhan
l (Singrauli)

Officer in reserve B
1. | Shri Rohit 47| BCom, | VAltothe | Advance 9098071007 | rohit.singh@aij
Singh LL.B. Court of Course for gov.in

| District & ADJS &
| Additional CJM
| Sessions Colloguium
| Judge, Datia |
' 2. | Shri Ashish 44 | B.Sc., LL.B,, | VI District & Course on | 9425373307 ashu1512judge@
| Tamrakar DCA Additional digital aij.gov.in
Sessions evidence
Judge, and on-line
Rewa social media ,
& |
Refresher f
o J Course ]

Nl
(RAMKUMAR CHOUBEY)
g’REGISTRAR GENERAL



Endt. No. 995 /Confdl /2022 Dated 2. # September, 2022
11-15-12/2000

Copy forwarded to :-

1 The Accountant General, (I), M.P. Gazetted Audit Department, Gwalior, for
information.

The Accountant General, (I1), Gwalior, for information.

2. The Principal Secretary, Govt. of M.P. Law & Legislative Affairs Department,
1% Floor, Vindhyachal Bhawan, Bhopal, Pin 462 006, for information.

3. The Deputy Controller, Govt. Central Press, Arera Hills, Habibganj, Bhopal-6
for publication in the next issue of the M.P. Gazaette.

1. Sushri Apoorva Tamrakar, Civil Judge, Senior Division, Sironj, District
Vidisha

2 Shri Krishna Agrawal, VIl Civil Judge, Senior Division, Ratlam

3. Smt. Pritanjali Singh, IV Civil Judge, Senior Division, Waidhan, District
Singrauli

4. Shri Rohit Singh, IV AJ to the Court of | District & Additional Sessions
Judge, Datia

5 Shri Ashish Tamrakar, VI District & Additional Sessions Judge, Rewa

With a direction to participate in the aforesaid training programme as per
above mentioned schedule.
The nominated Judges are also directed to observe the following instructions :-
 to arrange Board Diary in such a manner that no case is listed on the dates on
which they are directed to attend the Programme. If cases have been fixed for
the said dates, summons should not be issued and if summons are issued, the
parties should be informed about the change in dates.
e to proceed for the programme only after receiving confirmation/ acceptance of
their nominations from CDTI, Jaipur.
e to communicate their journey plan in advance on telephone No. 0141-2823100
and email director.cdti-rj@gov.in
« not to bring Family members while attending the Programme
e to reach CDTI, Jaipur a day in advance prior {0 the commencement of the

Programme.
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to attend the Programme in Civil dress with formal order.
to bring laptop during the Programme.
For any queries related to the Programme, travel and other arrangements,
contact Shri Rajesh Kumar, Vice Principal on Mob. No0.7976383428 or
Shri Prabhu Singh, Dy. SP (Adm.) on Mob. Nos. 8112216377/7748039281.
to send comments/suggestions regarding experience of the Programme to the
Director, MPSJA, Jabalpur.

to intimate the Registry after attending the Programme.

The Principal District & Sessions Judge, Vidisha/ Ratlam/ Singrauli/ Datia/ Rewa

for information and necessary action.

The Director, Central Detective Training Institute (CDTI), Bureau of Police
Research & Development, Ministry of Home Affairs, Govt. of India, Dehmi
Kalan, Ajmer Road Jaipur — 303 007 (email — cdts.bprdjaipur@gmail.com)
for information and necessary action in reference to his letter, dated 15.09.2022.

The Addl. Director, Madhya Pradesh State Judicial Academy, Jabalpur with a
request to utilize the experience of the Officer nominated for imparting training to

other Judicial Officers during various training programmes.

(RA UMAR CHOUBEY

REGISTRAR GENERAL

Encl: Joining Instructions.



Course objectives
» Technology in national Security.

. Learn about the Security challenges including cyber security, drones, the role of social
media, biosecurity, counter insurgency, nuclear terrorism and intelligence gathering,
[l Understand the challenges and emerging technological trends states face in cyberspace.
Ill.  Demonstrate a sophisticated appreciation of the emerging forces and technologies shaping
the future of state and non-state interactions in cyberspace
V. Communicate analysis and argument related to cyber and emerging technologies, including
properly applying correct terminology in technical and national security policy contexts
V. Demonstrate a good understanding of the measures, drivers and implications of cyber
power as well as the implications for cyber conflict and cyber cooperation
VL. Analyse comparative national security strategies in cyberspace and emerging technology
through case studies.
> One day Seminar on “Ethics of Block Chain Technology”
I. Know About the block chain technology and key concepts such as cryptography and crypto
currency concepts.
Il.  Geta deeper understanding of Bitcoin and its network.
Il.  Manage security and identity for Azure solutions.
IV. Learn about consensus, transactions, workflows and networks,
V. Understand what distributed ledger and hyper ledger means.
V1. Know about the Challenge for Investigation in the fraud Cases of crypto currency,

» Course On Juvenile Justice & Investigation Of Crimes Against Children .
I To develop the capacity to be an effective investigator in such cases.
Il To understand the existing laws, provisions, policies and guidelines issued by the Supreme
Court & MHA pertaining to children & Juvenile Justice.

11, To know the role of various governmental and non-governmental agencies in protection of
interest of children,

V. To understand the modus operandi of criminals committing crime against children,

V. To know the procedure of filing charge sheet and monitoring of trial for successful

prosecution in such cases
> Digital Transformation for police
I Train police officers to use digital technology and improve the delivery of service and
enhance their efficiency.
[I.  Courseis designed in way that police officers must learn about new law and rule positions
on digital crimes, .
111 Learn the Investigation Officers for monitoring the system and how to collect digital
evidence, their preservation and to produce in the court of law.
IV.  Uses of technology in traffic control and management trough Information Technology.
> Social Media & OSINT
I Know about the OSINT and how it useful in police investigation.
Il Explore the data collection indirectly without knowing other information.
Il. How to collect data about servers, location, operating systems, etc.
V. Learn about the Threat intelligence for organizations.
V. Know about Data gathering that could protect you and your organization,
VL. Learn About the Skills of GHDB, Shodan methods and operations
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»  Course On Investigation Of Organized Crimes

L.

1.
11

IV.
V.
VI

Understand organized crime cases such as Bank Frauds, Cheating, Forgery, Money
Laundering and Human Trafficking etc.

Understand the present legal provisions related with organized crimes.

Improve the skills of investigation of organised crimes and necessary steps to be taken
by investigating Officer for collection of evidences including Do’s and Don'ts,

How to present evidences in charge sheet for successful prosecution.

How to collect documentary evidence from bank & its legal provisions.

Understand investigation procedure about abroad linkup.

> Internet Governance

L.

IL.
I11.

I\
V.

To enhance and Improves delivery and efficiency of government services,
Sharing knowledge of improved government interactions with business and industry.
Convey the knowledge of Citizen Empowerment through access to information, more
efficient government management.
Study on Less corruption in the administration, increased transpa rency in administration.
Learn investigation Agencies to find the mole in the system wil help them to reach up to
the criminals and using the other indirect methods.

> Cyber Crimes and Cyber law program for PP & Judicial officers:

I.
I1.
1.
V.
V.
V1.

Understand the various types of cyber crimes.

Have a fair idea of technology elements & their functioning in cyber crimes,
Be able to examine the correctness of chain of custody of evidence,

Be able to identify relevance of intermediaries and their legal obligations.
Evaluate the relevance of presented evidence.

Apply the legal provisions to the electronic evidences to confirm its tenability.

» Drone Technology

L.

II.

I1.

Iv.

V.

To enhance and Improves delivery and efficiency of government services in various sectors
particularly the first responder's knowledge of the drone technology is need of the time.
This course will also useful for Investigation Agencies as to increase the awareness towards
the modern technologies.

How to handling the situations where threat to life is sure when handling the situations and
is impossible to handle in person.

Gathering information or supplying essentials for disaster management and Geographic
mapping of inaccessible terrain and locations by using Drone technology.

Use of drones in Accident [nvestigations, Law enforcement and border control surveillance,
Storm tracking and forecasting hurricanes and tornadoes.

> Course On Collection & Preservation Of Digital Evidence

VI

Know the importance of electronic / digital evidence in investigation of crime.

Know the legal provisions regarding collection of digital evidences.

Know the methods and procedures required for collection and preservation of electronic /
digital evidence.

Know of the method of inclusion and submission of digital evidence for successful
prosecution.

Develop the tech savvy temperament of investigating officers.

Have deep insight into the nitty-gritty of digital crimes.

»  Course On Disaster Management



I

Contingency plan for disaster management. Coordination with other agencies like NDRF,
Fire Brigade, Civil Defence, CPMF, Army etc.

Il. Train/Road accident. Role of Police in saving the life of victims with case studies
[Il. Rescue of victims in Earthquake, Tsunami and Fatal accident. (ase study on  Gujarat
Earthquake.

IV. Rescue of Victims in Bomb blast, Gas tragedy with case studies on HPCL
Vishakhapatnam and Bhopal Gas tragedy.’
V. Evacuation, Rescue and Rehabilitation of victims of flood and epidemic.
» Course On Investigation Of Terrorist Financing & Ficn Cases
. Know the terrarist groups operating in India and their modes of financing.
1. Understand the linkages between organized crime and terrorism.
11l Understand the conventions and legal provisions related to terrorist financing and FICN.
IV. Understand Hawala transactions, PMLA, procedures of forfeiture etc.

V. Understand the Do’sand D

V1. Know about the other law enforcement agencies empowered in such cases.
» Course On Investigation Of Wild Life Crime Cases

L.

11
11
V.

V.
VI

Understand the genesis and magnitude of wildlife and antiques crime.

Know the legal provisions and procedure dealing with wildlife and antiques crime.
Understand the effective mechanism to curb and tackle the wildlife and antiques crime.
Understand the successful prosecution procedure related with wildlife and antiques
crime.

Develop an attitude to deal with wildlife and antique crimes with utmost sensitivity.
Enhance the investigative skills of 10s in antique & wildlife crimes.

$ Course On Mobile Forensics

L.

1.
I
Iv.

Understand the Mobile (cell phone) technologies and network systems.

Understand CDR analysis and procedures regarding surveillance.

Understand procedure regarding seizure of mobile / cell phone in investigation.
Understand the Do’s & Don’ts of investigation of cases in which mobile / cell phones

have been used.
» Course On Investigation Of Infringement Of IPR Cases

L.
L.
11

V.
V.
VI

Understand the genesis and magnitude of crime related to intellectual property rights.
Legal provisions and procedure dealing with [PR.

Understand the criminal implications of intellectual property rights under Indian
legislations.

Effective mechanism in curbing the crimes related to IPR.

Scientific investigation procedure in crimes related to IPR.

Understand the procedure of effective prosecution in crime related to IPR.

»  Data Empowerment and Protection Architecture (DEPA) National and Global Legal
Perspectives,

I

11

ML

Explain the different types of data i.e. personal, sensitive or otherwise, the relevance of
data protection and privacy.

Learn about the concerns organisations have around the collection and transfer of
data, especially when it comes to cross-border transfers.

Learn about how to review agreements with different parties to ensure compliance
with data protection and privacy laws.

—

on'ts of investigation of cases related to terrorist financing and FICN.



IV.

V.

VI

Learn about the disputes and litigation that can arise in data protection and privacy
laws and how to deal with them.

Learn about what work is done in the domain of risk management in data protection
such as conducting data protection impact assessments and how this work is done,
Learn about data protection laws around the world, including EU-GDPR and laws of
other European countries

Course On Investigation Of Crypto Currency & Dark Web Cases

.
II.

Understand the fundamentals of the crypto currency and dark web.
Our view of IT Act and its amendments.

[1l. Role of different agencies regarding investigation of Crypto currency matters.
IV. Understand the successful prosecution procedure related with crypto currency

I
I

crimes.

V. How to collect digital evidence in crypto currency crimes.
Course On Investigation Of Crimes Against Women & Women Safety

II.
I1.
V.

V.

Understand the existing legal provisions for tackling crime against women,
Know the SOP to be followed while dealing with crime against women,
Understand the institutional mechanism for dealing with crime against women.
Understand the recent guidelines issued by MHA & Supreme Court of India to be
followed while tackling the crime against women.
Know the role of various stakeholder i.e. NGO, Media, Women Commission etc in
prevention of crime against women

»  Use of Technology in Prison Administration:
L

>

To train the prisons officers to become trainers to impart training in various issues of
prison & correctional administration.

Effective prison administration, incident response system challenges and solutions,
Understanding the Supreme court & MHA guidelines, changing concepts and ability to
apply principles.

Updates on latest technology its use and acquiring skills to operate modern equipment,
To impart training as per demand in current scenario.

To update every stakeholders in prison management on subject domain and to create
sense of co-operation & coordination within Prison and Prisoner officials.

National Seminar on Digital Transformation in Policing

I

II.

48

IV.

Train police officers to use digital technology and improve the delivery of service and
enhance their efficiency.

Course is designed in way that police officers must learn about new law and rule
positions on digital crimes.

Learn the Investigation Officers for monitoring the system and how to collect digital
evidence, their preservation and to produce in the court of law.

Uses of technology in traffic control and management through Information Technology.



ANNEXURE "B"

CENTRAL DETECTIVE TRAINING INSTITUTE JAIPUR

GENERAL GUIDELINE / INSTRUCTION FOR E-LEARNING COURSE

The e-learning online courses at Central Detective Training Institute (BPR&D)

are designed for police officers of the rank from SI to Addl SP to enhance their
professional skills on the subject. The general guideline and instructions for e-learning

course are as under:

1)

2)

Basic requirement for participants of e-course:

a) Personal computer with Web Cam/Laptop/ Smart Phone/ Tablet

b) Uninterrupted robust internet connection

¢) Minimum 5GB data with 4G and above speed will be required for one day
session.

d) Basic knowledge of handling of Computer, Smart phone, Laptop & Tablet etc
and use of video conferencing on these devices.

Expectations from participants in e-learning course:

a) Each participants should provide his/ her NIC E-mail 1ds or current email IDs,
mobile number preferably with Whatsapp number while sending the
nominations.

b) The first session will be conducted to familiarize with the basic knowledge
related to the video conferencing for the E-class.

¢) The participants make sure to keep Mic. off (mute) when attending the session
to minimize the noise in the session.

d) The participant should always sit facing the source of light, and not against the
light, so that she/he is clearly visible to the faculty.

e) Wired headphones with an attached microphone should be preferred to
enhance the audio quality.

f) While speaking, speak slowly, distinctly and pronouncing each word with
care, to ensure clarity.

g) Participants are advised to ask their queries at the end of the session but they
may interrupt in between by sending the notification/ Chat or raise hand if it's
necessary.

h) Participants are advised to ask their gueries by sending message by chat
option of Cisco Webex meeting to everyone to avoid the repetition of the
same queries.

i) Make sure to follow all the etiquettes which are followed in a normal class
session, meeting or discussion.

j) Make sure to be ready for the session well in time.

k) The session will start as per the schedule time.

-—
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3) How to join e-course/ session?

4)

5)

6)

7)

8)

9)

a) Install the Cisco Webex Meeting App, which can be installed from the Google
Play Store for android users and ITunes for the 10S users.

b} Participants will be sent an email with session information such as date, time
and name of the faculty. If the meeting has a required password, it will be
included in this email,

¢) Click the shared link for joining.

d) On the right hand side of the screen, participants will see an area to log in.
Type his name and email address and press "Join",

The participant should ensure that no one else apart from him overhears the

proceedings/ training sessions.

All the trainees/ participants must ensure that deliberations during training

sessions are confidential. These are meant strictly for his/her learning and

cannot be shared on any social media platform with any unauthorized person.

At the end of the each session an online feed back form relating to the faculty will

be submitted by the all participants for their assessment and at the end of the

course an online feed-back pertaining to course will also be submitted by the
participants for over all assessment of the e-learning course.

Level of the participants shall be assessed at the beginning of the course through

online test. Similarly, a post course online test will be conducted to assess the

knowledge / understanding gained on the subject of the course. Completion
course certificate shall be issued to the participants securing 60% and above
marks in the test held at the end of the course.

After accepting the nominations by CDTI Jaipur, the participants shall be asked to

register his / her name for the course on the URL link sent to them wherein the

schedule of the e-classes shall be displayed on their Laptop, PC with web cam and
mobile phone. It is advisable that the nominated officers use official email address for
the course,

It is expedient to mention that limited mobile data connection shall not suffice for the

participants, It is requested that participants must be provided uninterrupted robust

internet connection to attend the e-learning course,



Central Detective Training Institute, Jaipur

JOINING INSTRUCTIONS FOR OFFLINE COURSES

LOCATION

CDTI, Jaipur, Rajasthan is located at Dehmi Kalan, Near Manipal University, Ajmer Road,
Jaipur-303097. Kindly search the location of CDTI Jaipur on Google Map.

CLIMATE

During the course, the temperature is expected to be in the range from 25 C to 30 C. The
participants are advised to come prepared accordingly.

REPORTING:

Participants must reach CDTI, Jaipur at least one day in advance prior to the commencement
of the course. Participanis are 2dvised to communicate their journey plan in advance through
telephone 0141-2823100 and email {di1'ectc-r.cdti-r1@gov.in) to CDTI Jaipur. :

CcC DATION & 1

Hostel and mess farilitles are available at Central Detective Training Institute, Dehmi Kalan
Ajmer Rozd Jaipur The hostel is situated in the campus of CDTI. The participants are advised not to
bring their families while attending the course.

UNIFORM & CLOTHING:

The participants shall attend the course in clvil dress with formal order. They may notwear
T-shirts, jeans, spoits shoes, chappals and sandals in the class room. Officers are also required to
wear shoes and proper dress while coming for lunch/dinner in the Mess. They should not wear
Night suit, lungi, chappals etc. in the Mess.

DISCIPLINE:

The participants are expected to imainrain the highest standards of decorum and discipline.
They must abide by the rules and regulatious of the CDTI and should maintain strict discipline
during class hours, in the Hostel, miess and elsewhere.

DISPERSAL:

Participants may leave the CDTI Jaipur after valedictory address on concluding day of the
course. However, it is advisable not to plan the journey on same day if departure time of train/ flight
is before 2000 hrs.

A bus shall be a1ianged to transport the participants from the CDTI to railway station/bus
stand after completion of the course. :

OTHERS:

The course is fully residential and participants will stay in the accommodation
provided by the CDTI Jaipur. The expenditure to be incurred on boarding and lodging of the
participants shall be met by the CDTI Jaipur. However, the expenditure on account of travel
shall be borne by the respective states / UT / Organization.



The officers nominated for the course are required to report at the CDTI by one day
before the commencement of the course. For any queries related to the course, travel
and other arrangements, they may contact to Sh, Rajesh Kumar, Vice Principal
(Mob.no.- 7976383428) & Sh. Prabhy Singh, Dy. SP (Adm.) (Mob. no. 8112216377 i
7748039281).

MEHQNEMEEBS_QF_CDIM&S

The following officers may be contacted regarding any further queries-

1, Sh. Shyam Sunder, Inspector - 8085645500

2. Sh. Shankar Lal, Inspectar ¢ 9660172497

3. Sh. Prabhu Ram, Hastel Warden - 8302978332/01412232872
4, Sh. Prakash Mishra - 8209578026

3. Email - director.cdti-yj@sov.in /

cdts.bprdjaipur @gmail.com
6. Landline - 0141-2823100




