HIGH COURT OF MADHYA PRADESH, JABALPUR

ORDER

No. 114 5 iconfdl. /2022 Dated 91 November, 2022

The Indian Cyber Crime Coordination Centre (14C), Ministry of Home Affairs,
Government of India, New Delhi is conducting five days training programme on the
subject “Cyber Security Investigation” from 5™ December, 2022 to 9" December,
2022 at Sardar Vallabhbhai Patel National Police Academy (SVPNPA), Hyderabad.

Judge, whose name and posting figure in the endorsement is directed to

Z(RAMKUMAR CHOUBEY)

Y
® REGISTRAR GENERAL

attend the Course.

Endt. No. 1146 /confdl. /2022 Dated 2 1 November, 2022

Copy forwarded to:-

1. The Accountant General, (1), M.P. Gazetted Audit Department, Gwalior, for

information.
The Accountant General, (1), Gwalior, for information.

2. The Principal Secretary, Govt. of M.P. Law & Legislative Affairs Department,
1% Floor, Vindhyachal Bhawan, Bhopal, Pin 462 006, for information.

3. The Deputy Controller, Govt. Central Press, Arera Hills, Habibganj, Bhopal-6

for publication in the next issue of the M.P. Gazaette.

4. Shri Manish Sharma, OSD, Madhya Pradesh State Judicial Academy,
Jabalpur with a direction to report for the training programme at Sardar

Vallabhbhai Patel National Police Academy (SVPNPA), Hyderabad
He is also directed to observe the followinﬁg instructions:

e TA/DA of the participant will be borne by the District Court, Jabalpur

e To bring laptop during the programme.
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To submit comments/suggestions regarding experience of the
programme to the Director, MPSJA, Jabalpur.

For any query, the participant shall contact Shri Deepak Kumar, DC (l4C) —
9319561198, deepakkumar7459@crpf.gov.in or Shri Vamsi Krishna, IPS, Asstt.
Director, SVPNPA — 9121109082 vamsikrishna@scpnpa.gov.in

Participant shall be provided accommodation (single occupancy), meals, tea,
snacks, etc.

To intimate the Registry after attending the programme.

The Principal District & Sessions Judge, Jabalpur for information and

necessary action.

The Deputy Secretary, Indian Cyber Crime Coordination Centre (l14C),
Ministry of Home Affairs, Government of India, 5" Floor, NDCC-II Building, Jai
Singh Road, New Delhi — 110 001 in reference to his Letter dated 7" October,
2022.

Additional Director, Madhya Pradesh State Judicial Academy, Jabalpur with a

request to utilize the experience of the Officer nominated for imparting training

to other Judicial Officers during various training programmes.

Encl: Letter dated 7" October, 2022

of Deputy Secretary
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22003/12/2021-14C B
Government of India
Ministry of Home Affairs
Indian Cyber Crime Coordination Centre (14C)
CIS Division

5" Floor, NDCC-II Building,
Jai Singh Road, New Delhi-110001,
Dated the 7™ October, 2022
CIRCULAR

Sub.: Reg.-Training to Judicial Officers on “Cyber Security Investigation” by 14C,
MHA.

As you are aware, Indian Cyber Crime Coordination Centre is the scheme under
Ministry of Home Affairs, Government of India for prevention of cyber crime through
various stakeholders in a coordinated manner. In one of the verticals of 14C i.e. National
Cybercrime Ecosystem Management Unit, it is enjoined to create an ecosystem for
prevention of cyber crime. Accordingly, a five days residential training program on
~Cyber Security Investigation” for prevention of cyber crime has been approved by
MHA, Government of India for Judicial Officers in States/UTs.

2. The contents of the above said training program is enclosed as Annexure-! for
your kind perusal. The training program will comprise 25 participants in one batch.

3, It is informed that no fee for the training program will be charged from the
participants/ Judicial Officers and the same will be paid by 14C, MHA to Sardar
Vallabhbhai Patel National Police Academy (SVPNPA), Hyderabad. Further, it is
informed that during the training program, accommodation (single occupancy basis),
food, tea snacks, etc. will be provided. However, it is further informed that TA /DA of
Judicial Officers will be borne by the respective Departments from where the nominated
officers are drawing their salaries, as per existing rules.

4, In this regard, | am directed to request you to nominate one Judicial Officer
from your respective State/UT for the above said residential training program from 5t
December, 2022 to 9*" December, 2022 at SVPNPA, Hyderabad.

5.~ The nomination of officers may kindly be forwarded to the following officers:-

i. Sh. Deepak Kumar, DC(14C)-9319561 198, deepakkumar7459@crpf.qov.in
ii. Sh. Vamsi Krishna, IPS, Asstt. Director, SVPNPA-9121109082,
vamsikrishna@svpnpa.gov.in

Yo cerely
to\te e
(Deepak Virmani)

Deputy Secretary

To
The Registrar General of Hon'ble High Courts of all States/UTs.
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Sardar Vallabhbhai Patel National Police Academy (SVPNPA), K_’f‘ G

Hyderabad.
Day 1

* Introduction to the course
+ Overview and major incidents of cybercrime and threats
* Basics of Computer, Storage and Networks
* SoP of Handling Digital Evidences (PC, Laptop, CCTV, Disk, Storage unit)
Day 2
*» Imaging/Cloning, Hashing and importance of Write Blocker
* Digital Crime Scene Management and common mistakes (Hands-on)
 Social Media and fake news investigation (Hands-on)
Day 3
* SoP of handling mobile devices and acquisition of evidencés
* Modus Operandi and current trends in digital payment frauds
» Fake websites and e-mail Ehvestigations
Day 4
* Introduction to Dark Web and Investigation (Hands-on)
* Investigation of Crypto Currency related offences
» Cyber Security practices and safeguarding digital devices
Day 5
* Introduction to OSINT (hands-on)
* Cyber Laws, Admissibility of electronic evidence and emerging challenges
* Intermediary guidelines and digital media ethics code

¢ Course feedback



